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PREFACE Dear employees,
Integrity,  legality  and  sustainability
have always been top priorities and an 
integral part of the corporate culture of 
Cederwald Holding GmbH & Co. KG and 
all its domestic and foreign subsidiaries 
(hereinafter referred to collectively as the 
‘WEIG GROUP’) as defined in the German 
Stock Corporation Act (AktG). These core 
values significantly shape our actions 
towards customers, suppliers, employees1

and the public. This responsible 
conduct is a key factor in the sustainable 
corporate success of the WEIG GROUP, 
which, as an internationally active family 
business, is one of the leading companies 
for the development, production and sale 
of recycled cardboard, paper recycling 
and cardboard processing in Europe and 
beyond. Compliance with the applicable 
laws, regulations and guidelines is a top 
priority for the WEIG GROUP, and not just 
to ensure this economic success and our 
performance.
This also includes personal and data
protection rights. Our employees, 
customers and business partners 
expect us to handle personal data with care 
and diligence, and this is the basis for a 
trusting cooperation.
 

The aim of this Data Protection Code 
of Conduct is to comply with the legal 
requirements for the collection and 
processing of personal data and to offer 
our employees, customers and business 
partners a high, uniform standard in the 
handling of their personal data.
With this Data Protection Code of Conduct, 
the WEIG GROUP commits to clear data 
protection principles that apply in all of our
domestic and foreign Group companies. 
These data protection principles regulate 
how data may be collected, used, disclosed,
forwarded, deleted and stored. They are 
based on legal requirements and global-
ly recognised data protection principles.
We, the management of the WEIG GROUP, 
are committed to this corporate culture 
and values. However, we depend on the 
support and cooperation of each and 
every one of you in putting our values into 
practice. Only by working together can 
we shape the future of the WEIG GROUP 
successfully, lawfully and sustainably.

Thank you for contributing to the WEIG 
GROUP’S corporate culture and values 
through your personal conduct.

1 All terms are to be understood as gender-neutral in the sense of m/f/d.

The management of Cederwald Holding GmbH & Co. KG 
Mayen, April 2025

Moritz J. Weig Xaver Weig Roland Rex Frank Pies
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The WEIG GROUP processes personal 
data in accordance with applicable law. 
The relevant legal bases are the European
General Data Protection Regulation 
(GDPR) and the German Federal Data 
Protection Act (BDSG). Further data 
protection regulations can be found within
the German Social Security Code or in the
Act on Data Protection and the Protection 
of Privacy in Telecommunications and 
Digital Services (TDDDG).
Employees of the WEIG GROUP who deal 
with sensitive personal data in their daily

work must familiarise themselves with all
relevant laws, regulations and guidelines.
If you have any questions, please contact 
the WEIG GROUP‘s data protection officer 
or the WEIG GROUP‘s data protection 
coordinator: datenschutz@weig.de

The processing of personal data is 
always subject to a prohibition subject to 
consent. This means that personal data 
may not be used / processed unless 
there is a legal basis for this.
As a rule, processing is lawful on the basis 
of a contractual relationship (e.g. with a 
business partner or with employees) 
or on the basis of a legitimate interest
(usually of the employer). However, there

is also the possibility of consent or
that the processing is based on a legal 
obligation. 
Further details are described below in
this Data Protection Code of Conduct.

1.1 Legal basis

1.2 Legality
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Personal data is only used for the specific
purpose for which it was originally 
collected. Subsequent use for other 
purposes must be compatible with the 
original purpose.
The personal data of WEIG employees 
will only be collected, processed, stored 
or used insofar as this is necessary for 
the employment relationship or specific 
operational purposes.
Only those employees of the WEIG GROUP 
who require access to the data in order

 to carry out their operational tasks are 
authorised to process personal data. In 
any case, care must be taken to ensure 
that employees only have access to 
personal data in accordance with the 
nature and scope of their respective 
tasks.	

The WEIG GROUP uses personal data 
from third-party sources only and 
insofar as the requirements of the GDPR 
or a comparable international data 
protection standard are complied with 
and insofar as a direct reference to 
the data subject is not possible, would 
involve a disproportionate effort and / or

the consent of the data subject has been 
obtained.
As a rule, personal data is collected 
directly from employees, customers or 
business partners (hereinafter referred 
to as ‘data subjects’).

1.3 Purpose limitation / processing in good faith

1.4 Immediacy
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Every data subject is informed sufficiently
and in advance about the handling of their 
data. When the data is collected, the data 
subject is informed of the following in 
particular:

The identity of the controller
The purpose and lawfulness of the 
data processing
The  recipients  or  categories  of 
recipients of the personal data

The expected period for which the 
personal data will be stored, or, if
not possible, the criteria used to 
determine that period
The rights and freedoms of data 
subjects
The right to lodge a complaint with a
 supervisory authority
If applicable, third parties to whom
the data may be transmitted

1.5 Transparency

Personal data is processed as carefully 
as possible in the WEIG GROUP. No more 
personal data may be collected and stored
than is required to fulfil the purpose. 
Personal data no longer required for 
the fulfilment of the purpose is deleted 
at regular intervals in compliance with 
existing retention obligations.
Personal data will not be retained for 
potential future use unless required by 
law.

Before processing personal data, WEIG
GROUP employees must check whet-
her and to what extent this is actually 
necessary. If it is possible to achieve 
the purpose and the effort involved is 
proportionate to the intended purpose, 
anonymised or statistical data is used as 
a priority.

Personal data must be collected correctly.
The WEIG GROUP takes appropriate 

measures to correct or delete incorrect
 or incomplete data.

1.6 Data minimisation and storage limitation

1.7 Data quality and accuracy
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Personal data is protected within 
the WEIG GROUP with appropriate 
safeguards.
In particular, all personal data is protec-
ted against unauthorised access, acci-
dental loss,  manipulation  or  destruc-

tion and against other forms of unlawful 
processing or disclosure. The WEIG 
GROUP has a comprehensive IT security 
concept for this purpose.

1.8 Security

The personal data of employees, 
customers and business partners of the 
WEIG GROUP is treated confidentially.
All employees of the WEIG GROUP are 
obliged to maintain confidentiality of 
the processing. They are not permitted 
to unlawfully disclose or disseminate
personal data or trade secrets. This

also applies after termination of their 
employment relationship. In particular, 
it is prohibited to use personal data for 
their own private purposes or to transmit 
it to unauthorised persons.

Special categories of personal data are 
only processed on the basis of the written
consent of the data subject or on the 
basis of a legal obligation on the part of the 
WEIG GROUP.
In special cases, processing may also 
be lawful on the basis of a collective 
agreement (company agreement), but 
special considerations of the interests 
of the employees must be taken into 
account.

Data that is particularly worthy of 
protection:

Data on racial and ethnic origin
Data on political opinion
Data on religious or ideological beliefs
Data on trade union membership
Genetic data
Biometric data for the unique
identification of a natural person
Health data
Data relating to the sex life or sexual 
orientation of a natural person

1.9 Confidentiality and integrity

1.10 Processing of special categories of personal data
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The WEIG GROUP is committed to 
ensuring that every data subject can 
exercise the following rights and that 
requests in this regard are processed 
as quickly as possible (within one month 
at the latest) by the WEIG GROUP 
department collecting the data:

Right  to  information  about  the
personal data stored and processed 
about the data subject
Right to correction of this personal
data if the information is incorrect 
Right to erasure of personal data.
However, only if no legal retention
periods prevent this

Right to restriction of processing, in
certain legal cases 
Right to data portability
Right to object, provided that the 
lawfulness of the processing of 
personal data is based on Art. 6 (1) f) 
GDPR
Right to lodge a complaint with a 
supervisory authority
Right to object to the processing of 
personal data for the purposes of 
direct marketing or market and 
opinion research

1.11 Rights of the data subjects

This Data Protection Code of Conduct 
applies to all companies in the WEIG 
GROUP and guarantees a group-wide 
standard for data protection.
A data protection group contract has

been established within the WEIG GROUP 
in order to enable and legalise the 
processing of personal data within the 
group of companies.

1.12 Group-wide data protection in the WEIG GROUP
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Personal data means any information 
relating to an identified or identifiable 
natural person. An identifiable natural 
person is one who can be identified, 
directly or indirectly, in particular by 
reference to an identifier such as a 
name, an identification number (e.g. 
employee number), location data, an 
online identifier or one or more factors 
specific to the physical, physiological, 
genetic, mental, economic, cultural or 
social identity of that natural person.
As  a  rule,  the  following  are  not
important:

Whether the personal data is used 
digitally (i.e. in EDP databases, 
EXCEL files, etc.) or analogue (i.e. in 
folders, index cards, files, etc.) or
Whether the information is sensitive 
or non-sensitive

The following must be taken into 
account:                
A person is also identifiable if the 
personal reference can be established 
indirectly through a combination of 
information with additional knowledge, 
even if that knowledge is only available
by chance. Personal data includes a 
person‘s professional, financial or social
circumstances. Contact details of 
employees of a customer or business 
partner are also personal data.
If personal data is anonymised, it is 
generally not subject to data protection.
Data is anonymised if a personal 
reference can no longer be permanently 
established by anyone or if the personal 
reference could only be re-established 
with a disproportionate amount of time, 
cost and labour.
Data about companies themselves (legal 
entities) is generally not personal data.

2.1 What is personal data?
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The European General Data Protection
Regulation (GDPR) and the German 
Federal Data Protection Act (BDSG) 
apply to all conceivable ways of handling 
personal data:

Data collection, i.e. procurement of
data (e.g. customer questionnaire,
new customer form, form on the 
website)
Data  processing,  i.e.  storage,
organisation, retention, manipulation,
transmission (another company 
receives the data or access to it), 
blocking or deleting data
Data use, i.e. any other use of 
personal data that is not collection
or processing (e.g. use of an e-mail
address to send a newsletter, 
analyses of customer data, creation 
of customer profiles)

Examples of procedures relevant to data 
protection law are:

Use of special software with which 
employee data or customer data is 
recorded, stored or analysed (e.g.
 customer databases, time recording, 
digital personnel files, electronic 
access cards, video surveillance)

Transfer of employee or customer 
data to external service providers 
(e.g. outsourced payroll accounting, 
by an external company, external IT
service provider operates databases 
or software in which personal data 
is stored, marketing measures are 
carried out by an external agency) 
Standardised internal processes in 
which employee or customer data 
is continuously or systematically 
recorded, stored or used (e.g. 
recruitment  tests,  health  checks,
personnel questionnaires, credit
rating of customers)	

If there are plans to introduce or change
such work processes, the WEIG GROUP‘s
data protection officer must be informed
at an early stage.

2.2 Which work processes are affected?
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The processing of personal data is 
always permitted if the data subject has
expressly consented. Consent to data
processing by the data subject must
always be documented:	

For reasons of proof, the declaration
of consent should primarily be 
obtained in writing.

Under certain circumstances (e.g.
in the case of telephone contact), 
consent can also be given verbally. In 
this case, however, the data subject
should be asked to repeat the 
consent in writing, e.g. by email.

Personal data may be processed in order
to fulfil an existing contract or to carry
out pre-contractual measures at the 
request of the data subject (e.g. by 

the customer). This also includes the 
support of the contractual partner after 
establishing the contract, insofar as this 
is related to the purpose of the contract.

Personal data may also be processed if 
this is necessary for the realisation of a 
legitimate interest.
It is important here that a balance is 
struck between the interests of the 
controller and the interests of the 
data subject.

The balancing of interests in favour of the 
WEIG GROUP is documented accordingly
by the responsible department for 
evidence purposes.

2.3 When is data processing permitted?

2.3.1 Consent

2.3.2 Contractual relationship

2.3.3 Legitimate interest
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In addition to the above-mentioned 
situations, there are a large number of 
legal provisions that expressly require, 
presuppose or authorise data processing. 
In these cases, the type and scope of 
data processing are governed by these

legal provisions. If data processing is 
planned that cannot be allocated to one 
of the above-mentioned cases, the WEIG 
GROUP‘s data protection officer must be 
consulted.

2.3.4 Other legal bases
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The WEIG GROUP generally rejects 
secret video surveillance or recording of 
workplaces. This would only be possible
in justified individual cases and in 
consultation with the works council of 
the group company.
Some external parts of company facilities
are equipped with video surveillance to 
facilitate the investigation of criminal 
offences and prevent threats such as 
theft, burglary or vandalism, as well as to 
exercise domiciliary rights.
All affected persons are be informed of 
this by appropriate labelling and signage.

Additional company agreements were 
established to protect employees.
Before using a video system, the WEIG 
GROUP‘s data protection officer and the 
works council must always be consulted. 
The information obtained through video 
surveillance must always be analysed 
in consultation with the WEIG GROUP‘s 
data protection officer and the works 
council.

3.1 What needs to be considered with regard to video surveillance?

In day-to-day working life, it may be 
necessary to transfer personal data from 
customers or partners to third parties. 
A lawful transfer of data to third parties 
requires that either:

The data subject’s consent has been
obtained
Legal permission exists or

        Another legal basis exists
It must also be checked in each case 
whether the data subject has an interest 
worthy of protection that precludes the 
transfer of their data.

In the event of data transfer from third 
parties to the WEIG GROUP, it must be 
ensured that

The data was collected lawfully within 
the framework of applicable law and
The data may be used for the intended 
processing purposes

3.2 What generally needs to be considered when transferring data?
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A data protection group agreement 
has been established between the 
individual companies of the WEIG GROUP 
stipulating that personal data may be

exchanged and processed between 
the individual companies of the WEIG 
GROUP for specified purposes.

Responsibility for data protection can-
not be outsourced. In the event that per-
sonal data is passed on as part of con-
tract processing by WEIG GROUP service 
providers (e.g. the use of SaaS), the re-
spective WEIG GROUP company remains 
responsible for the data processing.

The following applies to the selection of 
contract processors:

When selecting the contract 
processor, it must be ensured that 
they can guarantee the technical 
and organisational requirements and 
security measures necessary for the 
processing.

3.3	 What needs to be considered when transferring data within the 	
	 WEIG GROUP?

3.5	 What needs to be considered when exchanging data with service 	
	 providers?

A cross-border transfer of personal data 
is only permitted if the data recipient 
guarantees an adequate level of data 
protection. If data is exchanged within 
the EU, there is generally an adequate 
level of data protection.
For data transfers to countries outside 
the EU that are not categorised as safe 
third countries, the WEIG GROUP‘s data 
protection officer must be consulted 
prior to the planned data transfer.

To ensure an adequate level of data 
protection, an EU standard contract must 
be concluded with the company located 
abroad as part of a third country transfer.
Such an EU standard contract will be 
concluded with the foreign group 
companies of the WEIG GROUP.

3.4 What needs to be considered when exchanging data with foreign
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A data processing agreement must 
be established between the control-
ler and the processor. Among other 
things, it stipulates that personal 
data may only be processed by the 
contract processor for the purposes 
specified in the contract and under 
the instructions of the controller.
The commissioning of service 
providers outside the EU should 
always be avoided. If this is 
unavoidable, the service provider 

must guarantee an adequate level 
of data protection in accordance 
with this Code of Conduct. The WEIG 
GROUP‘s data protection officer must 
be involved in this process, as further
contractual measures (e.g. EU 
standard contract) are required in 
addition to the processing contract.

3.5	 What needs to be considered when exchanging data with service 	
	 providers?

The processing of personal data for 
advertising purposes is permitted if this 
is compatible with the purpose for which 
the data was originally collected.
If an advertising measure is planned, the 
explicit consent of the data subject to 
the processing of their data specifically 
for advertising purposes should always 
be obtained. If the data subject contacts
the WEIG GROUP with a request for 
information (e.g. request for the sending

of information material on a product), 
data processing for the fulfilment of this 
request is always permissible – even 
without the explicit consent of the 
interested party.
Prior to any mass use of personal data 
for advertising by email or other forms 
of contact, the respective manager or 
the data protection officer must be 
consulted.

3.6 What needs to be considered with regard to advertising
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3.7	 What needs to be considered for automated processes?

In the case of automated processing 
of personal data by means of which 
individual personal characteristics (e.g. 
creditworthiness) are assessed, special 
measures must be taken. Automated 
processes must not be the sole basis for 
decisions.

When using automated processes, the 
following must be taken into account to 
avoid wrong decisions:

Regular checks of the process must 
be carried out and
A plausibility check must be carried 
out for every decision

Report to datenschutz@weig.de any 
anticipated data breaches (e.g. the 
loss of a terminal device) to the WEIG 
GROUP data protection officer and/or the 
data protection coordinator. Immediate 
reporting is the only way to prevent 
serious damage to the WEIG GROUP.
The reported incident will be assessed 
by the WEIG GROUP‘s data protection

officer. For this purpose, all information 
collected up to that point must be sent to 
the data protection officer for evaluation.

3.8	 Immediate reporting of data breaches / violations or losses of 		
	 data carriers
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3.9	 Liability

All employees are obliged to comply 
with the WEIG GROUP‘s Data Protection 
Code of Conduct. Violations of this Data 
Protection Code of Conduct may not only 
result in internal disciplinary measures, 
but may also have legal consequences. 
Any employee who handles personal data 
improperly is personally liable for any 
resulting damage. The WEIG GROUP 
reserves the right to take legal action 
against employees who violate data 
protection through negligent or wilful
conduct. Careful and trustworthy 
handling of personal data is therefore 
essential in order to minimise both

individual and company-wide risks.
Every employee of the WEIG GROUP is 
obliged to support the data protection 
officer in their work and to inform them 
about new personal data processing 
procedures. The WEIG GROUP‘s data 
protection officer must be involved in 
projects that may give rise to particular 
data protection risks before the start of 
the planned measure.

3.10 Further information on data protection

If you are looking for further information 
and assistance on data protection, you can

 find it on the WEIG GROUP intranet.

4.	UPDATE OF THE WEIG GROUP´S GENERAL 			
	 CODE OF CONDUCT

This WEIG GROUP Data Protection Code 
of Conduct is regularly reviewed to ensure

that it is complete and up to date, at least
every five years.


